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Overview

» The problem with log analysis...

» Use cases for better log analysis
The RAPTOR tool

Implementation @ Newcastle
Findings/outcomes of project
Recommendations for future work
Questions, and links to resources
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Why...

Logs look weird!
Hard to establish patterns
Graphs provide a quick summary

v Vv Vv

Information not always available in one place

v

Management/decision makers often don’t have
access to logs...
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Logs

20121030T151753Z|urn:oasis:names:tc:SAML:1.0:bindings:SOAP-
binding|_55b297f9cc927ad53e3d2620c87624b3|https://printing.ncl.ac.uk/shibboleth/metadatalurn:mace:shibboleth:2.0:profiles:samll:query:attribute|https://gateway.ncl.ac.uk/idp/shibboleth|urn:oasis:names:tc:SAML: 1
.0:bindings:SOAP-
binding|_039123d7bal40c4f7f9d2532548ad543|bxxxxxxxx||position,eduPersonAffiliation,adgroups,eduPersonPrincipalName,nclgradlevel,phone,nclprogtype,eduPersonScopedAffiliation,nclaward, nclstagedesc,eduPer
sonTargetedID.old,nclschool,username,remoteuser,nclfacultydesc,eduPersonEntitlement,nclschooldesc,knownas,fn,nclverbstage,mail,sn,nclstaffnumber,nclcoursetitle, transientld, ncifaculty,departmentname,nclstudent
number,staorstu,eduPersonTargetedID,nclcoursecode,sourceid,displayName,deptshortname,ncimodules,|_55e9cdb23e4b56423d26d3b3939891c8|_23144b086762bab56ed0d0a28e80b6b6,|
20121030T151757Z|urn:mace:shibboleth:1.0:profiles:AuthnRequest||https://libproxy.ncl.ac.uk/shibboleth/metadatajurn:mace:shibboleth:2.0:profiles:saml1:sso|https://gateway.ncl.ac.uk/idp/shibboleth|urn:oasis:names:t
C:SAML:1.0:profiles:browser-post|_43bc41f5b1044a5b088482196d0fdd29|Bxxxxxxxxurn:oasis:names:tc:SAML:2.0:ac:classes:Kerberos||_185250e3feafc16d811566d51f84401f|_afe49a56b46ff18b36e6368ced003920,|
20121030T151757Z|urn:oasis:names:tc:SAML:1.0:bindings:SOAP-

binding|_13516102773502|https://libproxy.ncl.ac.uk/shibboleth/metadatalurn:mace:shibboleth:2.0:profiles:samll:query:attribute |https://gateway.ncl.ac.uk/idp/shibboleth|urn:oasis:names:tc:SAML:1.0:bindings: SOAP-
binding|_d6c7ed3cd8e8434494d0af252a28d1d3|bxxxxxxx|position,eduPersonAffiliation,adgroups,eduPersonPrincipalName,nclgradlevel,phone,nclprogtype ,eduPersonScopedAffiliation,nclaward,nclstagedesc,eduPers
onTargetedID.old,nclschool,username,remoteuser,nclfacultydesc,eduPersonEntitlement,nclschooldesc,knownas,fn,nclverbstage,mail,sn,nclstaffnumber,nclcoursetitle, transientld, nclfaculty,departmentname,nclstudentn
umber,staorstu,eduPersonTargetedID,nclcoursecode,sourceid,displayName,deptshortname,|_185250e3feafc16d811566d51f84401f|_e73bddae6ab6130be7dad447470c45e3,|
20121030T151759Z|urn:mace:shibboleth:1.0:profiles:AuthnRequest||https://apps.ncl.ac.uk/shibboleth/metadatalurn:mace:shibboleth:2.0:profiles:saml1:sso|https://gateway.ncl.ac.uk/idp/shibboleth|urn:oasis:names:tc:S
AML:1.0:profiles:browser-
post|_39415b43de6e2336d53de473bb18c2c7|bxxxxxxxx@CAMPUS.NCL.AC.UK|urn:oasis:names:tc:SAML:2.0:ac:classes:Kerberos||_c72488923fe0452b9877f1b73dd353ae|_60d0b2bd8db3f1949d666ce33be3cf3e,|
20121030T151759Z|urn:oasis:names:tc:SAML:1.0:bindings:SOAP-
binding|_0df7b6548963007dfb7ce5f169cc00a8|https://apps.ncl.ac.uk/shibboleth/metadatalurn:mace:shibboleth:2.0:profiles:saml1:query:attribute|https://gateway.ncl.ac.uk/idp/shibboleth|urn:oasis:names:tc:SAML:1.0:bi
ndings:SOAP-

binding|_521735495190466c26e€29d6d14c05007 [bxxxxxxxx@CAMPUS.NCL.AC.UK]||position,eduPersonAffiliation,adgroups,eduPersonPrincipalName,nclgradlevel,phone,nclprogtype,eduPersonScopedAffiliation,nclaw
ard,nclstagedesc,eduPersonTargetedID.old,nclschool,username,remoteuser,nclfacultydesc,eduPersonEntitlement,nclschooldesc,knownas,fn,nclverbstage,mail,sn,nclstaffnumber,nclcoursetitle, transientld,nclfaculty,de
partmentname,nclstudentnumber,staorstu,eduPersonTargetedID,nclcoursecode,sourceid,displayName,deptshorthame,|_c72488923fe0452b9877f1b73dd353ae|_8248ff19e4bf0417f43ea366af74e327,|
20121030T151801Z|urn:mace:shibboleth:1.0:profiles:AuthnRequest||https://www.ingentaconnect.com/shibboleth|urn:mace:shibboleth:2.0:profiles:saml1:sso|https://gateway.ncl.ac.uk/idp/shibboleth|urn:oasis:names:tc:
SAML:1.0:profiles:browser-post|_b0f597924d427eb78fb4b34b2d80439¢c|a5910814|urn:oasis:names:tc:SAML:2.0:ac:classes:Kerberos||_237ea62e11cefb79f97df73805f78fb5|_6af2e7c152a317f74209fe59448acf3f,|
20121030T151802Z|urn:mace:shibboleth:1.0:profiles:AuthnRequest||https://unixmon.ncl.ac.uk/shibboleth/metadatalurn:mace:shibboleth:2.0:profiles:saml1:sso|https://gateway.ncl.ac.uk/idp/shibboleth|urn:oasis:names:
tc:SAML:1.0:profiles:browser-post|_8b19ec98ff585663f406a8f2a41ffc59|nmedt01|urn:oasis:names:tc:SAML:2.0:ac:classes:Kerberos||_8fa60632d2d84a02277a65dec80ced28|_4625b664c62ef8a060d55c5018ea3c85, |
20121030T151802Z|urn:oasis:names:tc:SAML:1.0:bindings:SOAP-
binding|_c456b87¢c2d305053e30e50b33bb44136|https://unixmon.ncl.ac.uk/shibboleth/metadatalurn:mace:shibboleth:2.0:profiles:saml1:query:attribute|https://gateway.ncl.ac.uk/idp/shibboleth|urn:oasis:names:tc: SAML:
1.0:bindings:SOAP-
binding|_99643e814dceff2df5bbce23a7aea9ce|nxxxxxx||eduPersonAffiliation,adgroups,eduPersonPrincipalName,eduPersonScopedAffiliation,eduPersonTargetedID.old,username,remoteuser,eduPersonEntitlement,tra
nsientld,eduPersonTargetedID,sourceid,|_8fa60632d2d84a02277a65dec80ced28|_735faa76a7b89ec8f1682e5b976b1c22,|

20121030T151804Z|urn:oasis:names:tc:SAML:1.0:bindings:SOAP-
binding|a829269b699746e58432866fh8b5958f|https://www.ingentaconnect.com/shibboleth|urn:mace:shibboleth:2.0:profiles:saml1:query:attribute|https://gateway.ncl.ac.uk/idp/shibboleth|urn:oasis:names:tc:SAML:1.0:
bindings:SOAP-
binding|_52605958ce693325d6e6e3ab7421be36|axxxxxxx||eduPersonAffiliation,eduPersonScopedAffiliation,eduPersonTargetedID.old,eduPersonEntitlement,transientld,eduPersonTargetedID,|_237ea62ellcefb79f97
df73805f78fb5|_409aac6b513d694180ab1a0008d23c72,|

20121030T151812Z|urn:mace:shibboleth:1.0:profiles:AuthnRequest||https://www.westlaw.co.uk/metadata|urn:mace:shibboleth:2.0:profiles:saml1:sso| https://gateway.ncl.ac.uk/idp/shibboleth|urn:oasis:names:tc: SAML:
1.0:profiles:browser-post|_13e56431c37f8f44ac65119cd9c61a25|B1010706|urn:oasis:names:tc:SAML:2.0:ac:classes:Kerberos||_95df5b13d05292312c38dab8bc54d24e|_374724e8c2fbef0e593792e1e59b781c, |
20121030T151813Z|urn:oasis:names:tc:SAML:1.0:bindings:SOAP-
binding|ca3b36caflb54eb0aal0dd18da336eealhttps://www.westlaw.co.uk/metadatalurn:mace:shibboleth:2.0:profiles:samll:query:attribute|https://gateway.ncl.ac.uk/idp/shibboleth|urn:oasis:names:tc:SAML:1.0:binding
S:SOAP-
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Graphs

Number of authentications grouped by School

Time

m Number of authentications
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Use Cases

» Shibboleth
o Summary
° summary
» EZProxy
o Summary
° summary
» Grouper
o Summary
c summary
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How...

RAPTOR - http://iam.cf.ac.uk/trac/RAPTOR/

Almost real-time graphing

Historical trends

Attribute association

Built in support for Shibboleth/EZProxy
Extendable

v Vv VvV VvV v v
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http://iam.cf.ac.uk/trac/RAPTOR/
http://iam.cf.ac.uk/trac/RAPTOR/

Technical...

ICA sits on client
Pushes out \ogs \
MUA sits on rePOrt'nng

server, eating up 1035

WebD connects to MUA / \ —~—

to Aisplay info to users writes off to database
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Technical... ..cont

» MySQL over PostgreSQL - separate VM to MUA/web app
» Fronted web application with Apache/SSL

» Installed ICA on EZProxy, Shibboleth IdP and, now,
Shibboleth SP

Number of Authentications

ber of Unique Users




313
273
250
236
189

updated [30/10/2012 15:43:06]
Number of Users

Raptor-web v1.1.0
Group

Top 5 eResources (by Unigue Users)
http:Mlinkinghub.elzevier.com
http:/fenlinelibrary. wiley.com

http:/id=.doi.org

hitp:/fwww jstororg

hitp:/fwww.tandfonline.com

Logout
756
528
524
520
429

Number of auths

Group
http:/id=.doi.org
hitp:/fwww jstororg

User Guide

Top 5 eResources (by Authentications)

hitp:Mlinkinghub.elzevier.com
hitp:fenlinelibrary. wiley.com
http:/fepenurl.ebscohost. com

Number of authentications

About

6,477
1,502

Number of Authentications
Number of Unique Users

Graphs

Home

urrently Attached to NCLMUA, and showing statistics for: Last Week Event EZproxy Category: All Resources
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Customising Graphs

Statistic Name: MNumber of authentications per school Post Processors

EventType  Shibboleth
Resource No. Series Label Filter = Remove
Category

20/05/2010 14:00 0 Number of authentications for all Schook, =y %
Start Time:

1 Mumber of authentications for CLAWS x
End Ti 22/05/2011 18:00
me: +

Group B
Parameters: _ PEY [resourceld E

Field Processing Status:Updated [15:58:23 (07M100M11)]
Graph Title: Wumber of authentications per school
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Recommendations...

Start off using small scale applications

v

v

Separate out the database component

v

Have an “attribute” database handy

v

Better documentation

» Community driven -
http://iam.cf.ac.uk/trac/RAPTOR/wiki/TechnicallInfo/Community
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http://iam.cf.ac.uk/trac/RAPTOR/wiki/TechnicalInfo/Community
http://iam.cf.ac.uk/trac/RAPTOR/wiki/TechnicalInfo/Community

Future Work...

v

Grouper log parsing
Application usage analysis
Cluster room analysis

v Vv

v

Special cases (disengaged students/unused
applications etc)

Management-level interface — SS0O?

>
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Questions, and links...

» RAPTOR website:
http://iam.cf.ac.uk/trac/RAPTOR/

» Project website: http://research.ncl.ac.uk/rapid/

» Email us:
o richard.james@ncl.ac.uk
o chris.franks@ncl.ac.uk
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http://iam.cf.ac.uk/trac/RAPTOR/
http://iam.cf.ac.uk/trac/RAPTOR/
http://research.ncl.ac.uk/rapid/
http://research.ncl.ac.uk/rapid/
mailto:richard.james@ncl.ac.uk
mailto:chris.franks@ncl.ac.uk

